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ÅSmart Grid Overview

Why do we need a Smart Grid

What are the Communication Components

ÅSubstation Automation and IEC 61850

Architecture and its future. 

ÅHome Energy Management (HEM) 

Why is Energy Management important

Integration with smart metering and demand response 

Communications infrastructure
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Smart Grid Overview
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Todayôs Electrical System

Power Generation

Transmission
(Utility)
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Todayôs Electrical System ñAsset Heavyò

Centralised Generation

ÅLarge Centralised Generation facilities

ÅGeneration use to balance demand and supply

ÅToday Generation is Fundamental for Balancing

ÅSupply is control but not the demand

Passive Distribution

ÅLittle information within the network

ÅLimited feed-in requirements at Distribution level

ÅOnly Local control

Passive Consumers

ÅOnly control supply not demand

ÅSingle Tariff

ÅLimited Energy Usage information

ÅNo energy Management
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Changing Supply:

Renewable Generation

Changing

Demand Patterns

Regulation/

Compliance

New

Opportunities

ÁUnpredictable 

renewable supply 

sources

ÁDistributed generation 

sources feeding into 

unmonitored grid 

areas

ÁFlexible tariffs 

cause changing 

demand patterns

ÁMore complex to 

predict 

ÁClimate change and 

energy efficiency 

goals

ÁStandards and 

interoperability

ÁNetwork security 

and reliability

ÁAging Infrastructure

ÁAdditional sales 

volume by electric 

plug-in vehicles 

ÁEconomically store 

electricity



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 7

J
a

n
u

a
ry

F
e

b
ru

a
ry

M
a

rc
h

A
p

ri
l

M
a

y

J
u

n
e

J
u

ly

A
u

g
u

s
t

S
e

p
te

m
b

e
r

O
c
to

b
e

r

N
o
v
e

m
b

e
r

D
e

c
e

m
b

e
r

Average 
Demand

Max Demand

Capacity

Reliability of Renewable Production

0%

20%

40%

60%

80%

100%

Time (Days) 

Availability of Wind Over the Year

Capacity Margin

Generation Utilisation

J
a

n
u

a
ry

F
e

b
ru

a
ry

M
a

rc
h

A
p

ri
l

M
a

y

J
u

n
e

J
u

ly

A
u

g
u

s
t

S
e

p
te

m
b

e
r

O
c
to

b
e

r

N
o
v
e

m
b

e
r

D
e

c
e

m
b

e
r

Average 
Demand

Max Demand

Capacity

The Business as usual approach 

does not reduce the none renewable 

Generation capacity

Capacity Margin Increases and 

Utilisation decreases
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Smart Grid
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A digital superstructure which uses networking technology to embed processing 

and communications into the analog power grid, enabling it to become more:

Full 

determination 

of grid state ï

deep 

situational 

awareness

Ability to 

carry out  

necessary 

actions  

across the 

grid

Rapidly adapt 

to changing 

conditions 

with minimal 

human 

supervision

Connecting 

siloed utility 

systems & 

processes ï

full realization 

of business 

benefits

OBSERVABLE CONTROLLABLE AUTOMATED INTEGRATED

Enables Utilities To:

ÁSubstantially increase grid efficiency 

and reliability

ÁMeet regulatory compliance

ÁBetter manage operational costs

ÁCreate new innovative energy 

service delivery
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WAVE 1 WAVE 2 WAVE 3 WAVE 4

2017-2029

2012-2025

2010-2019

Sensing and 

Response

Clean 

Generation

Internet 

of Things

Perfect

Power

ÁSmart Monitoring: 

sensor networks

ÁDemand 

Management: bldg 

control systems, 

HEMA, AMI, 

variable pricing 

ÁSolar / Wind: clean 

generation 

integration and 

transmission

ÁDistributed 

Generation: local 

self-sufficiency for 

commercial and 

residential property 

owners

ÁElectric Vehicles: 

rapid growth in PEV 

via smart distribution 

solutions and smart 

endpoints

ÁN-Way Smart Grids:

any-to-any smart grid 

enabling automated, 

optimized power 

flows and resiliency

ÁVirtual Power 

Plants: integrated 

distributed 

generation and 

smart endpoints for 

increased reliability

ÁDistributed 

Storage: grid-scale 

storage using 

distributed solutions 

to manage grid 

stability 

ñThe future is already 

here, it's just not evenly 

distributed.ò

William Gibson,

Author
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Enterprise 

Operations & 

Data Center

Grid Ops & Inter-

Utility Network

Transmission

& Substation 

Network

ARCHITECTURE + SECURITY + CONNECTED GRID INTELLIGENCE

Field Area 

Network (FAN)

Neighborhood 

Area Network 

(NAN)

Premise Area 

(HAN/BAN) 

ÁStorage & 
Analytics

ÁNetwork 
Management 

ÁProtection & 
Security

ÁRegulatory 
Compliance

ÁSituational 
Awareness & 
Control

ÁData Analytics

ÁNational/ 
Regional 
Connectivity

ÁHigh Availability/ 
Low Latency

ÁGrid Sensing  & 
Observability

ÁAdaptive 
Teleprotection

ÁUltra-low 
Latency

ÁCyber/Physical  
Security

ÁAdvanced 
Distribution 
Automation 

ÁDistributed 
Intelligence

ÁLow Latency & 
High Bandwidth

ÁPolicy Based 
Mgmt & Robust 
Security

ÁScalability & 
Interoperability

ÁGrid Sensing & 
Asset Monitoring

ÁHigh Availability 
& Robust 
Security

ÁFull IPv6 & Open 
Standards-based

ÁDistributed 
Generation

ÁVisibility to 
Optimize Energy  
Usage

ÁEnable Demand 
Response

ÁPolicy Based 
Management
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Smart Grid
Substation Automation 
Overview & IEC 61850
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Substation Automation

Enterprise 

Operations & 

Data Center

Grid Ops & Inter-

Utility Network

Transmission
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Network
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Mgmt & Robust 
Security

ÁScalability & 
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ÁGrid Sensing & 
Asset Monitoring

ÁHigh Availability 
& Robust 
Security

ÁFull IPv6 & Open 
Standards-based

ÁDistributed 
Generation

ÁVisibility to 
Optimize Energy  
Usage

ÁEnable Demand 
Response

ÁPolicy Based 
Management
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Business Drivers

Grid 

Reliability

Worker and

Public Safety

Industry

Compliance

Operational 

Expense

ÁRisk of injury to 

onsite personnel

ÁAssess incidents 

and response

ÁLoan Worker

ÁCentralisation of 

Personnel

ÁRegulatory 

requirements (e.g. 

NERC-CIP, CPNI)

ÁNew standards 

(IEC 61850, 

IEEE1613)

ÁCost of network 

operation

ÁMaintenance and 

service trip 

expense

ÁPenalties for 

service 

disruption

ÁImprove asset 

management

ÁEnable self 

healing grid

ÁRenewable 

Integration
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Issues with Todayôs Substations

ÅAging grid infrastructure 

ÅLeased line circuits and siloed
applications which lack
interoperability

ÅExisting hardwired connections
require complex reconfiguration
and testing

ÅLow bit rate throughput that does not support
converged applications such as security, 
workforce management 

ÅCentrally controlled network lacks the visibility and distributed 
control needed for grid automation

ÅMultiple competing Protocols with dedicated equipment 
specifications and vendor specific object models
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ÅSubstation protection and control architecture has been under development 
since the 90s. 

It differs substantially from classic substation architecture 

The architecture also differs by the communications established between the devices.

ÅSubstation Automation (SA) basically consists of the application of intelligent 
electronic devices (IEDs) that use microprocessors to control, protect and 
monitor the electrical power system and substations.

ÅSubstation Automation (SA) implementation is based on very reliable 
communications using real time responses to events

ÅSubstation Automation divides the system into three levels:

üProcess level, the lowest level, including sensors, current and voltage transformers

üSubstation level, the highest level within the substation, including local consoles (HMI) and the 
substation central units (Gateway) connected to the control centres (SCADA). 

üBay level, the intermediate level, including protection and control systems

ÅThis architecture has shaped engineering designs.

ÅSA has evolved from a simple replacement of existing processes to more 
sophisticated interactive processes.



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 18

ÅOver many years, the objective has been to define a communications 
architecture that would allow "seamless" integration of IEDs (Intelligent 
Electronic Device) within elements of the highest level. 

ÅAn infrastructure that is independent of the manufacturer and that allows for 
elements of multiple manufacturers to be integrated into one system.

Å With this objective in mind, in 1994, the EPRI and the IEEE began to work on 
defining an architecture for substation communications buses based on the UCA
project (Utility Communications Architecture).

Å In 1996, IEC Technical Committee 57 began to work on IEC61850 with the same 
objective.

Å In 1997, the two groups agreed to work together to develop an international 
standard. The result is the current IEC61850 standard.
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ÅDevelopment of the IEC61850 standard began in 1997 in an effort to find a 
global and open solution for Substation Automation (SA). This new 
communications standard was developed using experience gained from existing 
international standards, taking into account user requirements and addressing 
systems engineering.

Objectives of the standard

Allowing the connection of devices from different manufacturers.

Validity for present and future systems.

Flexibility for different Substation Automation System architectures

Capability of combining present and future communications technologies with 
existing applications, guaranteeing long term stability.

Reducing timeframes and costs of the engineering process and startup of 
substations.
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IEC 61850 is an international standard 

(framework) for Substation Automation (SA) 

that addresses the requirement for 

interoperability of intelligent electronic 

devices (IEDs) and beyond:

ÅHigh speed Substation LAN to eliminate 

hard-wired / control wiring. 

Å Standardised hierarchical data models

ÅNaming conventions

Å Device Behavior models

Å Self-describing devices

Å Standardised data services

ÅCommon configuration language

Å Isolation of Data models and Services 

from the underlying communication. 
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Part 

No.

Title Functionality

1 Introduction and Overview System Definition

2 Glossary of Terms System Definition

3 General Requirements System Definition

4 System and Project Management System Definition

5 Communication Requirements for Functions and

Device Models

System Definition

6 Configuration Description Language for Communication in Electrical Substations 

Related to IEDs

Configuration

7 Basic Communication Structure for Substation and  Feeder Equipment

7.1 - Principles and Models

7.2 - Abstract Communication Service Interface (ACSI)

7.3 - Common Data Classes (CDC)

7.4 - Compatible logical node classes and data classes

Abstract Communication 

Services

Data Models

8 Specific Communication Service Mapping (SCSM)

8.1 - Mappings to MMS(ISO/IEC 9506 ïPart 1 andPart 2) and to ISO/IEC 8802-3

Mapping to 

communication stack

9 Specific Communication Service Mapping (SCSM)

9.1 - Sampled Values over Serial Unidirectional Multidrop Point-to-Point Link

9.2 - Sampled Values over ISO/IEC 8802-3

Mapping to 

communication stack

10 Conformance Testing Testing

IEC 61850 is a part of International Electrotechnical Commission's (IEC) Technical Committee 57 (TC57), 

Working group 10 (WG10)
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What is important from a Communication Architecture perspective
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ÅStandardised Data Access and transfer services 

Å3 types of services:

- Client-Server services: Use client-server exchanges of standard 
defined objects for metering, status, control, and IED 
configuration.

- Time-Critical multicast GOOSE (Generic Object Oriented 
Substation Event)

- Time-Critical sampled measured values (SMV) from CT /VT

- GOOSE messaging gets rid of conventional control wiring 
among relays and IEDs

Å LAN can carry mixed traffic ïe.g. DNP3 or 60870-5 
metering and status, plus GOOSE for wiring elimination.
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Å Standardized / Interoperable naming convention (across vendors)

ÅHierarchical object naming structure

Å Logical Node: Group of data and associated services related to a power 

system function. IEC 61850-7-4

ÅCommon Data Class: IEC 61850-7-3
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ÅCommunication profiles via Specific 
Communication Service Mappings 
(SCSM)

Å IEC 61850-8-1:

Manufacturing Message Specification (MMS 
= ISO/IEC 9506 -1990) 

Å IEC 61850-9-1: Specific Communication 
Service Mapping (SCSM)

Sampled values over serial 
unidirectional multidrop point to point 
link

Å IEC 61850-9-2: Specific Communication 
Service Mapping (SCSM) ïSampled 
Measured Values (SMV)
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Substation Yard Substation Control Building Data / Control Center

Process Bus
(Hard Wired, Serial 
and/or Ethernet) 

Station Bus
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Remote Power 
Engineer or Technician

Energy 
Management 

System

Substation Router:
Segmentation, 

Access Control, 
Encryption

Precise ToD Clock from GPS

DFR
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Circuit Breakers, 

Transformers, 

Capacitor 

Banks, etc.

CTs and PTs, 

DAUs, MUs

NERC-CIP Electronic Security 
Perimeter (ESP)

Back-up 
WAN Link 

(3G)

SCADA 
Master 

FEP
Multiple Bays
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Serial Devices (232)

Primary 
WAN Link 

(T1)

GPS 

Clock

Data Center 
Network

IEDIED

Comm. Proc.SCADA RTU

Sample topology
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SCADA

Substation 

Host

IED1 IED2 IED3

CT VT

Station Bus

Process Bus

Process Bus Mappings (9-1, 9-2)

ÅHigh-Speed Multicast of Sampled 

Measured Values (SMV) over Ethernet

Å For Instrumentation & Transducers

Station Bus Mappings (8-1)

Å Layered Mapping (TCP/IP) for Data 

Acquisition and Control

ÅHigh-Speed peer-to-peer messaging for 

protection
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ÅUsed for fast transmission of substation events, such as 
commands, alarms, indications, as messages

ÅA single GOOSE message sent by an IED can be received several 
receivers

ÅTake advantage of Ethernet and supports real-time behaviour

GOOSE data is directly embedded into Ethernet data 
packets and works on publisher-subscriber mechanism on 
multicast or broadcast MAC addresses.

GOOSE uses VLAN and priority tagging as per IEEE 802.1Q
to have separate virtual network within the same physical 
network and sets appropriate message priority level.

ÅExamples:

Tripping of switchgear

Providing position status of interlocking

http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/VLAN
http://en.wikipedia.org/wiki/IEEE_802.1Q
http://en.wikipedia.org/wiki/IEEE_802.1Q
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SMV Application

49

ÅA method for transmitting sampled 
measurements from transducers 
such as CTs, VTs, and digital I/O.

ÅEnables sharing of I/O signals 
among IEDs

ÅSupports 2 transmission methods:

Multicast service (MSVC) over Ethernet

Unicast (point-to-point) service (USVC) 
over serial links.
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SCADA

Substation 

Host

IED1 IED2 IED3

CT VT

Station Bus

Process Bus

Process Bus Mappings (9-1, 9-2)

Å Sampled Values (Link)

ÅGOOSE/GSSE (Link)

Å Time Sync (SNTP)

Station Bus Mappings (8-1)

Å TCP/IP

Å GOOSE/GSSE (Link)

Å Time Sync (SNTP)
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ÅOne of the most important achievements of IEC61850 is the 
standardization of the mode for describing substation configuration for 
both protection and control

ÅSCL is defined IEC 61850-6-1

ÅXML based language to provide a formal description of the substation 
automation system, the IEDs within the substation and the switchyard.

To provide interoperability a formal description of the Substation Automation 
System with all communication links is needed

All IED capabilities have to be described formally in an unambiguous way

All communication services applicable have to be described formally in an 
unambiguous way 

The relationship between the switchgear (single line) and the data of the 
substation automation system have to be described formally in an 
unambiguous way
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ÅSCL determines the use of various types of files during the engineering process. 
The main files are as follows:

Å ICD (IED Capability Description): describes the engineering capacities and IED 
functions without a specific configuration. An IED in compliance with the 
standard must accompany the ICD. 

ÅSSD (System Specification Description): describes the system specification with 
a line diagram, the substation functions and the logic nodes required.

ÅSCD (Substation Configuration Description): describes the configured system 
unit, along with the configured IED information, the communications subsystem 
and the substation description. 

ÅCID (Configured IED Description): describes the complete configuration of an 
IED within the specific project and all of the information required so the "IED 
Configurator" can load it into the IED. 
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Station Bus Only
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Station Bus and Process Bus
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Substation Network

Station and Process Bus

Substation Network

Multiservice Ethernet Ring

Station bus behind electronic security 

perimeter (ESP) for NERC/CIP compliance

Multiservice Ethernet ring built with Cisco® CGS 2520 to facilitate various 

traffic types while keeping logical segregation with station bus traffic

(physical security components also included behind ESP)

IEC 61850

Station Bus
DFRRTU

Distributed 

Controller

Multiservice

Ethernet 

Access Ring

Process Bus to 

Switch-Yard Devices

Remote Workforce 

Management

Physical Security

NAN Aggregation

Wireless OpticalPLC

Primary WAN Secondary WAN

é IED IEDé IEDIED

Partially Redundant Multiservice Substation Architecture
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Regional Aggregation T&D SubstationsData and Control 

Center

Regional aggregation at 

environmentally conditioned 

substations or communication huts: 

Cisco 3800, 7200, 7600, and 

ASR 1000 routers

T&D substations requiring substation hardened 

products providing NERC/CIP compliance and 

advanced network services: Cisco CGR 2010 router, 

CGS 2520 switch, and IE 3000 switch

Fully redundant core with 

HA end-to-end logical 

segregation with Layer 3 

VPN: Cisco® 7600 and ASR 

9000 routers

Reg. Agg.

ESP

Substation

Bus

Multiservice

Ring
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ÅIEC 61850 to date has been focusing most of their efforts on 
definition of IEDs (with a high level treatment of Substation LAN). 

ÅIEC 61850-90-4 focuses on the communication network 
architecture and design inside the substation.

Å The Major areas of focus of this Design Document is:

-Fast Ring convergence protocols

-Multicast and VLAN management 

-Network Management

-Clock Synchronisation

ÅIEC 61850-90-1 focuses on the communication between 
substations

ÅIEC 61850-90-2 focuses on the communication between 
substations and the operations centre
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From Building the Internet to Building the Smart Grid

Ability to 
Scale

Is Critical

Innovate at 
Core and 

Edges
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Policy 
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Technology
Architecture

Think 

Security

Day One


